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Be adopted as a penal proof
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Dr. Fahad Yousef Al Kasasbeh

Abstract

This study has addressed the extent of authenticity related to the electronic
evidences as a proof in penal cases, either of a cyber or conventional crime in light of
the increasing number of cyber crimes at the present time. Despite the growing
number of these crimes, legislations have not so far been able to cope with these
crimes. Besides, the fact that conventional proofs are not appropriate to substantiate
cyber crimes which led to the need for new evidence of the same nature peculiar to
modern crimes through drawing up special legal provisions to tackle such crimes.

The researcher discussed the subject matter of this study in five chapters.

Chapter one was allocated to the introduction, and chapter two was designed to
study the electronic evidence in terms of essence, definition and legal nature which
stems from two major principles: legitimacy principle, i.e. legitimacy of obtaining
the electronic evidence and the certainty principle of the electronic evidence which
will yield justice.

Chapter three discussed the authenticity of the electronic evidence with relation to
the conventional crimes which can be proven through all methods of confirmation,
therefore, the electronic evidence constitutes one of the judicial presumptions which

were not stipulated by law and which were left for the judge to assess.
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On the other hand, proofs related to electronic crimes shall be taken into
consideration particularly when certain conditions are met:

- Legitimacy.

- These evidences are issued on the basis of free will.

- Electronic evidences are discussed as an implementation of the principle of verbal
nature of pleadings.

- No change is made to the electronic evidence.

- Electronic evidence should be related to the cyber crime.

Chapter four explained the procedures for obtaining the electronic evidence,
either in the inference phase or in the investigation phase. This chapter also
discussed how far the penal judge is convinced of the electronic evidence, and the
researcher came to the conclusion that such conviction depends on the criminal
proof adopted. Our judges are not experienced enough in handling such crimes. To
overcome this problem, it will be necessary to create judicial panels which have
minimal knowledge of computer technology.

In the fifth chapter, the researcher deals with conclusion and the findings through
his study and display those findings; conclusion and important concluded
recommendations that might work to find a scientific widest brick can be built upon.
That especially goes with the technological development occurring in today's world.

In view of the conventional rules of substantiation which are inappropriate for
these modern crimes, it is necessary for the lawmaker to intervene for enacting
legislations pertaining to these crimes, and to provide qualified cadres capable of

dealing with cyber crimes.
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